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Research on the Technical Architecture and Security System of Internet Hospitals Based on
a Smart Service Middle Platform
Xiong Wei'Zhang Haibo'Wen Birong'Zhao Xia""
(* Department of Information, General Hospital of Southern Theater Command, Guangzhou
510510, China)

[Abstract] Purpose/SignificanceTo address fragmented in-hospital information systems,
discontinuities between online and offline services, and risks to the security of patient diagnosis
and treatment data in Internet hospital development, this study designs a smart service
middle-platform architecture and security assurance scheme for Internet-based medical
services.Method/ProcessUsing the Internet hospital platform of a large general hospital as the
study setting, we developed a technical architecture centered on a smart service middle platform.
The architecture centrally manages patient identity verification, online consultation order
processing, and key-operation logging, and connects in-hospital information systems, payment
platforms, and regulatory interfaces through standardized interfaces. Business logs, interface
monitoring records, and audit records collected during trial operation were used to evaluate the
platform’s performance in business coordination, system operation, and operation
traceability.Result/ConclusionApplication validation showed that the proposed architecture
supported closed-loop Internet hospital services and stable platform operation. The availability of
core platform services reached 99.93%, the order status synchronization success rate reached
99.50%, and the completeness rate of audit logs for key business operations reached 97.31%. The
scheme supported the continuous delivery of online follow-up consultations, electronic
prescribing, pharmacist prescription review, payment settlement, medication dispensing or
delivery, and regulatory recordkeeping, providing practical reference for the development of
Internet hospital platforms.
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